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HOJIUTUKA
JlemapraMeHTa COUMAILHOM 3alMThI HACEICHUS aAMUHUCTpauuu Biaagumupckon
00J1acTH B OTHOLIEHUHU 00PAa0OTKHU NMEPCOHANBbHBIX JAHHbBIX

1. TepMunbl U onpeaeeHUst

[lepconanbubie nanubie (I1/IH) - nro6as undopmaius, oTHOCAIIAACS K MPSMO WM
KOCBCHHO OTPECICHHOMY WIH OTpeesieMoMy dusndeckomy juiy (cyobekry I1/1H).

OmnepaTop - rocyJapCTBEHHBIM OpraH, MyHUIIMTIATBHBIA OpraH, IOPUINIECKOE WU
(bu3nYecKoe JIMI0, CAMOCTOATENHLHO WJIM COBMECTHO C IPYTUMU JTUIAMU OPTaHU3YIOIINE U
(wn) ocymectBisomue odpaborky IIJ[H, a Takke ompenemnstomue 1ead 00padOTKU
11, coctraB II/IH, momnexanux oOpaOoTke, AEMCTBUS (Omepaiuu), COBEpIIacMbIe C
I11H.

OoOpabotka I1/In - mo0oe neiicTBue (omepanus) WM COBOKYIHOCThH JI€WCTBHIA
(omeparuii), COBEpIIAEMBIX C HWCIOJIB30BAHMEM CPEJACTB aBTOMATH3aMM WM 0e3
WCIONb30BaHusa Takux cpenactB ¢ [IJIH, Bkirowass cOop, 3amuch, CUCTEMaTH3ALMIO,
HaKOIUICHUE, XpaHEHHWe, YyTO4YHeHue (OOHOBJIEHHE, W3MEHEHHUE), U3BJICUCHHUE,
HCII0JIb30BaHUE, nepenavy (pactipocTpaHeHue, MpeoCTaBlIeHUE, J0CTYT),
o0e3nuunBanue, OJI0KUpOBaHUE, yaaneHue, yauuroxenue [1/1H.

ABtoMaruzupoBanHas oOpabotka [IJ][n - obpaborka I1[IH ¢ momorsio cpeacTB
BBIYMCIIUTEILHON TEXHUKHU.

Pacnipoctpanenue IIJIH - neucTBusi, HampaBieHHble Ha packpeitue [I/IH
HEOIPEICIIEHHOMY KPYTy JIULI.
IIpenocraBnenne II/IlH - neiictBus, HamnpaBiaeHHble Ha packpeitue [1J[H

ONPENEIICHHOMY JIMIYy WM ONPEIEIEHHOMY KPYTY JIUII.
brnokuposanue I1/]H - BpemenHoe npekpaiienue oopadotku I1/{H (3a uckIoueHuem
clIydaeB, eciii 00paboTka HeoOxoauma st yrounenus [1/1H).

Yunuroxenue 11/1H - neiicTBus, B pe3yJbTaTeé KOTOPHIX CTAHOBUTCS HEBO3MOKHBIM
BoccTaHOBUTh conaepxkanue I1[ln B HCIIIH w (unm) B pe3yiabTare KOTOPBIX
YHHUUTOXKAKOTCS Marepuainbabie HocuTenu [1J1H.

O6e3nuuuBanue [IJlH - #geiicTBusi, B pe3yJdbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXXHbIM 0€3 HCIOJIb30BaHUS JIOMOJIHUTEIbHOW HMHGOPMALMU  ONPEACIUTh
npuHaiexkHocth [1/]H konkpeTHOMY cyOBbekTy I1/1H.

Nudopmarmonnas cucrema nepcoHanbHbix gaHHbIX (MCIIJIH) - COBOKYIHOCTH
comepkammxcs B 0a3zax gmaHHbix [IJlH w oOecmeumBaromux #ux 00pabOTKy
MH(GOPMALIMOHHBIX TEXHOJOTHI U TEXHUYECKUX CPEACTB.

Tpancrpannunas nepenava [1/1n - nmepemaua II/IH HA TEpPUTOPUIO MHOCTPAHHOIO
rocyJapcTBa OpraHy BJIACTU MHOCTPAHHOTO TOCYIapCTBA, MHOCTPAHHOMY (DU3UUYECKOMY
JUIY WIHX UHOCTPAHHOMY FHOPUANYECKOMY JIUILY.



2. Ha3nauyeHue M MPaBOBasi OCHOBA IOKYMEHTA

[lonutuka [lemapraMeHTa COUMAJIBHOW 3alUMTBl HACEJIEHUS aIMHUHHUCTPAIUU
Bnanumupckoit obnactu (mamee mo Tekcty — JlemapTaMeHT) oOmpeiesseT CHUCTeMY
B3IJISIIOB Ha mpobOsiemy obOecniedeHus: OesomacHoctu [IJ[H u mpencraBisier coboi
CUCTEMATU3UPOBAHHOE H3JI0KEHHUE IEJNEN M 3a7ad 3alluThl, KaK OJHO WJIA HECKOJBKO
npaBuil, MPOLENYp, MPAKTUYECKUX IMPUEMOB U PYKOBOISIIMX MPUHIIMIIOB B 00JACTH
nH(POPMAIIMOHHON 0€30MaCHOCTH, KOTOPHIMH PYKOBOJICTBYeTcs JlemapTamMeHT B CBOEH
NEATENbHOCTH, a TAaKX€ OCHOBHBIX [PUHLHWIIOB IOCTPOEHUS, OpPraHU3alHMOHHBIX,
TEXHOJIOTHYECKHUX U MIPOLETYPHBIX ACIEKTOB o0OecreueHus oezonacHocTtu I1/1H.

3akoHogaTebHOM OCHOBOM Hactosimed Ilomutuku sBusitorcss KoHcTUTyIus
Poccniickont ®enepannn, I'paxxnanckuii u Tpynosoit kogaekcel, PenepabHbIA 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX AaHHBIX», DenepanbHblii 3akoH PD o1
27.07.2004 No 79-®3 «O rocyaapCTBEHHOU T'PaKJIaHCKOM ciiyk0e», DdenepanbHblil 3aKOH
P® ot 02.05.2006 Ne 59-03 «O mnopsimke paccMOTpeHHs OOpaileHuid TrpaxiaaH POy,
®enepanbHbiil 3akoH P® ot 17.07.1999 Ne 178-D3 «O rocymapCTBEHHOH coLMaIbHON
MIOMOIIN», 3aKOHBI, YKa3bl, IOCTAHOBJIEHUSA, JpPyrue€ HOPMATUBHbIE JOKYMEHTHI
NENUCTBYIOIIEro 3aKoHoaaTenbcTBa Poccuiickoit denepannu, nokymMeHTel @CTIOK u ®Cb
Poccun.

Hcnonb3oBanue paHHoM IlonmuTukn B KadecTBE OCHOBBI [JIsi TOCTPOCHHS
KOMIUIEKCHOM cucTeMbl uHpopManmoHHoi 6e3omacHocTu [1JIH [lemapTramMeHTa MO3BOJIUT
ONTHUMH3UPOBATh 3aTPaThl HA €€ TIOCTPOCHHE.

[Ipu pa3paborke IlOJUTUKM YYWUTHIBAIUCh OCHOBHBIE MPHUHIMIBI CO3/IaHUS
KOMILIEKCHBIX CHUCTEM oOOecrnedeHuss O0e30MacHOCTH HH(POpMALUU, XapAKTEPUCTHKU U
BO3MOKHOCTH OpPraHU3allMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX alllapaTHO-
MPOTrpaMMHBIX ~ CPEICTB  3allUThl M  MPOTUBOJEHUCTBHUS  yrpo3aM 0O€30MacHOCTU
uH(popmanuu.

OcHoBHbIe mTONOXKeHUs1 [lonmuTuku 0a3upyroTCsi Ha KAa4eCTBEHHOM OCMBICIICHUU
BONPOCOB 0O€30MacHOCTH WMH(OPMAallMM W HE 3aTparuBaiOT BOIPOCOB AKOHOMUYECKOTO
(KOJIMYECTBEHHOT0) aHall3a PUCKOB MU OOOCHOBAHUS HEOOXOIUMBIX 3aTpaT Ha 3allUTy
uHdopmaIuu.

3. OcHoBHbIMM oO0OBbexkTamMu cuctemMbl Oe3omacHoct II/ln B JlemapramenTte
SIBJISIIOTCSI

- nH(pOPMAIMOHHBIC PECYPCHI C OTPAaHUUYCHHBIM JOCTyTOM, coaepxariue [1/1H;

- mnpouneccel o0padotku II[[ln B UCIIAn Jenapramenra, HHPOPMALMOHHBIE
TEXHOJIOTHH, DPETJaMEHThl W MPOIEAYphl cOopa, 0OpaOOTKM, XpaHEHUS W TMepeaadu
uHopMaIuu, TepcoHaT  pa3pabOTYMKOB M  TOJB30BATENIC CUCTEMBI U €€
00CTy>KUBAIOIINI TIEPCOHAT,

- uHbopMalMoHHass HWHPPACTPYKTypa, BKIIOYAIOIIAs CHUCTEMbl 00pabOTKU U
aHanu3a nHGOPMAIMH, TEXHUICCKUE U TTPOrpaMMHBIC CPEICTBA ¢ 00paboTKH, Iepeaadn
1 OTOOpaXE€HUs, B TOM YHUCJIe KaHaJbl HH(OOPMAITMOHHOTO OOMEHA M TEJICKOMMYHHUKAIIUH,
CHUCTEMBbI M CpEICTBAa 3aIMThl HH(POpMAIMU, OOBEKTHI W TOMEHICHUS, B KOTOPBIX
PacmoJIoKeHbI TEXHUYECKUE cpencTBa oopadoTku [1/]H.


http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%93%D1%80%D0%B0%D0%B6%D0%B4%D0%B0%D0%BD%D1%81%D0%BA%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%A3%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BD%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8

4. WuTepecshl 3aTparnBaeMbIX Cy0beKTOB HH(POPMALIMOHHBIX OTHOIIEHUH

CyOnexkramu HHGOPMAIMOHHBIX OTHOILICHUM TIpu obecnieueHnu 6e3onacHocty [11x
JlemapTaMeHTa SIBJISFOTCS:

- JenapTameHT, Kak COOCTBEHHUK MH(POPMAIIMOHHBIX PECYPCOB;

- PYKOBOJCTBO M COTPYJIHHUKH JlermapTrameHTa, B COOTBETCTBUU C BO3JIOKEHHBIMU
Ha HUX QYHKIUSAMU;

- (usnyeckue nMIlA, HE ABISIOUIMECS COTpyIHUKamu [lemapTameHTa, HO
UMEIOIIMMHU C HUM OTHOIIIEHUS ¢ chepe COolManbHON 3alUThl HACEJICHUS.

[lepeuniciienHble CyOBEKTHl WH(OPMAIIMOHHBIX OTHOIICHUN 3aMHTEpPECOBaHbI B
o0ecreyeHuu:

- CBOEBPEMEHHOTO JIOCTyIa K He00XoauMbIM UM [1JIH (MX mOCTymHOCTH);

- JIOCTOBEPHOCTH (IIOJIHOTHI, TOYHOCTHU, aJICKBATHOCTH, 11eI0CTHOCTH) [1/]H;

- KOH(pUACHIMAIbHOCTHU (coxpaHeHus B TaitHe) [1/1H;

- 3aIIUTHI OT HABSA3BIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, HCKaKeHHBIX) [1/]H;

- pa3rpaHUYCHUs] OTBETCTBEHHOCTHM 3a HAPYIICHUS WX TMpaB (MHTEPECOB) U
YCTaHOBIICHHBIX MpaBuil oOparnieHus c [1/1H;

- BO3MOXKHOCTHM OCYUIECTBJICHHS HENPEPBIBHOIO KOHTPOJISI W YIPABICHHS
nporieccamu 00padbotku u nepenauu [1/1H;

- 3amuThl [I/IH OT HE3aKOHHOTO PaCIPOCTPAHEHUS.

4.1.11es1u 321U THI

OCHOBHOW 1I€NIbIO, HA JOCTUKEHHUE KOTOPOM HAaIpaBICHbl BCE IOJIOXKEHUS
Hacrosimiert [lonmuTuku, sBiseTcss 3ammra CyOBEKTOB WH(MOPMAIIMOHHBIX OTHOILICHUN
JlenapramMeHTa OT BO3MOXXHOTO HAHECEHHMs] WM MaTEpHAIBHOTO, (PU3UYECKOTO,
MOPAJILHOTO WJIM WHOTO YyIepOa, MOCPEACTBOM CIYy4aWHOTO WM MPEIHAMEPEHHOTO
BoznerictBus Ha [1J[H, ux HOCHUTENH, MpOLECCHl 00OPaOOTKU U NIEpelayu.

VYkazaHHasi 1elb JIOCTUTaeTCsl TOCPEICTBOM OOECHeYeHUuss U TMOCTOSIHHOTO
MOAACP/KAHUS Cleayromux cBoucTs [1/{H:

- JOCTYIHOCTH JUIsl JIETAJbHBIX MOJIb30BaTeNie (YCTOMUMBOTO (YHKIIMOHUPOBAHUS
uHpopmanmoHHbIX cucteMm JlemaprameHTa, NpU KOTOPOM TOJIH30BATEIN HMEIOT
BO3MOXKHOCTh MOJyuyeHus Heooxoaumbix [IJIH u pe3ynbTaToB pemieHus 3a7ad 3a
MIPUEMJIEMOE JIJISl HUX BpeMsl);

- IIEJIOCTHOCTH M ayTEHTUYHOCTHU (TonrBepxaeHue aBTopctBa) [1/[H, XpaHUMBIX U
oOpabaTbiBaeMbIX B HMH(POPMAIMOHHBIX cuUcTeMmax JlemapTaMeHTa W TepelaBacMoOM IO
KaHaJlaM CBSI3U;

- KOH(UICHIMATLHOCTU - COXpaHeHUs B TaWHe omnpeneneHHon dvactu [1/1H,
XPaHUMBIX, 00padaThIBAEMbIX U MIEPEIABAEMBIX IO KaHAJaM CBSI3H.

Heobxoaumblii ypoBEeHb JOCTYITHOCTH, 1IEJIOCTHOCTH M KoHpuaAeHIManbHOCTH [1/[H
o0OecreunBaeTcsi COOTBETCTBYIOIIMMHU MHOXKECTBY 3HAUYMMBIX yIPO3 METOJAMH U
CpPEACTBAMH.

4.2.0OcHOBHBIE 3a/1a4UH CHCTeMBI o0ecnedeHus 0esonacHoctu I1/1n

J{nst qoCTHXKEHUs OCHOBHOM 11EJTM 3allUThI U 0O0ecrieueHrs yka3aHHbIX cBOUCTB [1/]H
cucremMa obecnedeHus uWHGOpPMalMOHHONW ©Oe3onmacHocTh JlemapTaMeHTa  JOJKHA
obecnieunBath 3PGHEKTUBHOE PELICHUE CICIYIONINUX 3a/1a4:

- CBOCBPEMEHHOE BBISBIICHHE, OILICHKA U IMPOTHO3WPOBAHUE HMCTOUYHHUKOB YIPO3
nH()OPMAITMOHHONW OE€30MaCHOCTH, MPUYUH ¥ YCJIOBHM, CIIOCOOCTBYIOMIUX HAHECEHUIO



4

yiepba 3aMHTEPECOBAHHBIM CYObEKTaM HMH(POPMALMOHHBIX OTHOUICHWH, HapyUIECHUIO
HOPMaJILHOTO (PYHKIIMOHUPOBaHUSI MH(OPMAIIMOHHBIX cUCTeM JlemapTaMeHnTa;

- CO3JlaHM€ MEXaHW3Ma ONEepPaTHBHOIO pPearupoBaHUs Ha Yrpo3bl OE€30MacHOCTU
nH(OpMAIUU U HETAaTUBHBIC TEHICHITUY;

- CO3JaHME YCIOBHM JUIsi MUHUMHU3ALMW M JOKAJIW3allMd HAHOCHUMOTO Yyiepba
HEMIPAaBOMEPHBIMUA  JCUCTBUSAMU (U3MYCCKUX W IOPUAWYECKUX JIUIl, OCJIa0JICHHE
HEraTUBHOTO BJIMSHUS W JUKBUAALMS TIOCIEACTBUM HapylleHUs Oe30MacHOCTU
uHpopMaImy;

- 3alMTy OT BMEIIATEIhCTBA B Mpolecc (PYHKIIMOHUPOBAHUS MHGOPMAILIMOHHBIX
CHUCTEM IIOCTOPOHHUX JIMI[ (IOCTYN K HMH(POPMAIMOHHBIM pecypcaM JIOJDKHBI HWMETh
TOJIKO 3apETUCTPUPOBAHHBIC B YCTAHOBJICHHOM MOPSIIKE MOIH30BATEINN);

- pasrpaHUYEHHE [OCTyMa TMOJb30BaTeNe K HWH(GOPMALMOHHBIM, amlapaTHBIM,
MPOTrpaMMHBIM U MHBIM pecypcam JlemapTamenTta (BO3MOXKHOCTh JIOCTYIIA TOJBKO K TEM
pecypcaM U BBITIOJIHEHHUSI TOJIBKO TE€X OMepaluii C HHUMH, KOTOpbIE HEO0OXOJAMMBbI
KOHKPETHBIM T0JI30BATEIISIM JIJIsl BHITIOJIHEHUS CBOUX CITYKEOHBIX 00s3aHHOCTEH ), TO €CTh
3aIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

- obecrieueHue ayTeHTHU(PUKALINH MOJIb30BaTEJIEH, Y4aCTBYIOIIUX B
nH(POPMAIIMOHHOM OOMeHe (MOATBEPKIEHUE TMOUTMHHOCTH OTIPABHUTENS W TMOJIydaTes
uH(popmanun);

- 3aUTY OT HECAHKIIMOHUPOBAHHOW  MOIMU(DHKAIMA  WCHOJIB3YEMBIX B
MH(OpPMAIIMOHHBIX cUCTeMax JlemapTrameHTa NpOrpaMMHBIX CPEJICTB, a TaKXKe 3aIUTy
CUCTEMBbI OT BHEJIPEHHUS HECAHKIMOHHUPOBAHHBIX IPOrpaMM, BKIIOYAs KOMITbIOTEPHbBIC
BUPYCHI;

- 3amuTy MHGOPMAIIUN OTPAHMYECHHOTO TMOJIb30BAHUS OT YTEUYKU MO TEXHUYECKUM
KaHajaM Ipu ee 00paboTKe, XpaHEHUH U Mepeiaue Mo KaHallaM CBSI3H.

4.3.0cHOBHBIE MIyTH PelIeHNs 327124 CUCTEMbI 3alUTHI

[TocTaBieHHbIE OCHOBHBIE LEIM 3aLIUTHI U PEIICHUE MEPEYUCICHHBIX BBIIIE 3a7a4
JOCTUTAtOTCSL:

- CTPOTHM YYE€TOM BCEX MOJJICKAIIMX 3aIIUTE PECYPCOB MHGOPMAIIMOHHBIX CHCTEM
Henapramenta (uHdopmaruu, 3aaad, JOKYMEHTOB, KaHaJlOB CBSI3H, CEPBEPOB,
aBTOMATU3UPOBAHHBIX PAOOYMX MECT);

- JKypHaJIMpOBaHUEM JACHCTBUI MEpCOHAa, OCYIIECTBISIONIEr0 OOCTYKUBAaHUE U
MOU(DUKALNIO TPOTPAMMHBIX U TEXHUUYECKUX CPEJICTB MH(OOPMALIMOHHBIX CUCTEM;

- TOJHOTOM, peaJlbHOM BBIMOIHUMOCTbIO U HEMPOTHBOPEUMBOCTHIO TPEOOBAHMIA
OpraHU3alMOHHO-PACHIOPSIANTENBHBIX ~ TOKYMEHTOB  JlemapTamMeHTa 1O  BOIpoOcaM
oOecrieueHus 6€30MaCHOCTH UHPOPMAIIUH;

- MOJrOTOBKOW  JIOJDKHOCTHBIX  JIMIl  (COTPYAHUKOB), OTBETCTBEHHBIX  3a
OpraHu3allMi0 M OCYILIECTBICHUE MPAKTUYECKUX MEPONPUATUA MO0 O00ECHeUeHHIO
6e3omnacHoctu [1JIH 1 mpoiieccoB ux o0paboTKY;

- HaJCJICHUEM KaXKJ0T0 COTPYIHHUKA (ITOJIh30BATEINs]) MUHUMAJIBHO HEOOXOAUMBIMU
JUTSI BBITIOJTHEHUSI UM CBOMX (DYHKITMOHAIBHBIX O0S3aHHOCTEH MOJTHOMOYHUSMH TIO TOCTYITY
K MH(POPMAIIMOHHBIM pecypcam JlemapTamenTa;

- YETKMM 3HaHUEM U CTPOTMM  COOJIIOJICHUEM BCEMHU  IOJIb30BATEIISIMU
UH(OPMAITMOHHBIX CUCTEM [enapramenTa TpeOoBaHU OpraHU3alUOHHO-
pacnopsIMTeIbHBIX JOKYMEHTOB 10 BOIpocaM obecreueHrs 0€30MacHOCTH HHPOPMALINH;



- IEPCOHAIBbHOM OTBETCTBEHHOCTHIO 332 CBOU JEUCTBUSA Ka)XJOrO COTPYAHHKA, B
pamKax cBouX (PYHKIMOHAJIBHBIX 00513aHHOCTEH MMEIOIIETO JOCTYN K MH(OPMALMOHHBIM
pecypcam [lenapramenTa,

- HENpepBhIBHBIM  TOJACpNKAHHEM  HEOOXOIUMOTO  YPOBHSA  3alUIIEHHOCTH
AJIEMEHTOB HH(POPMAIIMOHHOMN Cpebl;

- NPUMEHEHHEM (PU3NYECKUX U TEXHHYECKHX (IPOrpaMMHO-ANIAPATHBIX) CPEICTB
3alUTBl PECYpCOB CUCTEMBbl M HENPEPHIBHOM aJIMUHUCTPATUBHOM NOIIEPKKON UX
UCIIOJIb30BaHUS;

- 3¢ (}eKTUBHBIM KOHTPOJIEM Haj coOIroiIeHUEM I10JIb30BATEISIMU
HH(})OPMAITMOHHBIX PECYPCOB TpeOOBaHU MO 0OecTIeueHnI0 0€30MMacHOCTH HH(OPMAITIH;

- IOPUAMYECKOM 3alllMTOM HHTEpEeCcOB JlemaprameHTa INpyU B3aUMOACHCTBHMU C
BHEIIHMMHU OpraHu3anusMu (CBsi3aHHOM ¢ 0OMeHoM [1/IH) OoT mpoTHBONPABHBIX IEUCTBUH,
KaK CO CTOPOHBI 3THX OpraHu3alui, TaKk M OT HECAHKUWOHWUPOBAHHBIX JEHCTBUU
00CITy’KMBAIOLIETO IIEPCOHAIA U TPETHUX JIUII.

5. IMocTpoenne cucremnl, ooecniedyenusi 6ezonacHoctu II{n JlemapramenrTa, u
ee PyHKUMOHMPOBAHNE JOJKHbI OCYIIECTBJIATHLCA B COOTBETCTBUM CO CJeAYIONIUMH
OCHOBHBIMY NMPUHIIUTIAMU:

5.1.3akonHOCTDH

[Ipennonaraer oCyileCTBICHUE 3AIUTHBIX MEPONPHUSITUNA M Pa3pabOTKy CHUCTEMBI
oe3omnacnoctu [1/]n JlemaprameHTa B COOTBETCTBUHU C JICUCTBYIONIUM 3aKOHOAATEIILCTBOM
B obOsactu 3ammuThl [1/H, a Takke NPyrux 3aKOHOMATEIBHBIX aKTOB IO 0€30MacHOCTHU
undpopmaruu P®, ¢ mpuMeHEHHEM BCEX JI03BOJICHHBIX METOJIOB OOHApPYKEHHS U
npeceueHus npaBoHapymenuit npu padote ¢ [1JIxH. [IpuasaTeie Mepsl 6e3omacHocTu I1/(H
HE€  JIOJDKHBI  TPEMATCTBOBATH  JIOCTYNY  IMPABOOXPAHUTENIBHBIX  OpPraHoB B
MPEYCMOTPEHHBIX 3aKOHOAATEILCTBOM CIIyYasX.

Bce nonwzoBarenu UCIIH n1omKHB ©METH MIPEACTABICHHE 00 OTBETCTBEHHOCTH 3a
npaBoHapyIeHus: B obmactu oopadborku [1/1H.

5.2.CHCTEeMHOCTD

CuctemMHbIi TOAXOA K TOCTPOCHHMIO CHUCTEMBbl 3allluThl WH(pOpPMAIMU B
JlenaprameHTe mpeanojaraeT y4eT BCEX B3aMMOCBS3aHHBIX, B3aMMOJEHCTBYIOLIUX U
M3MEHSIOIIMXCS BO BpPEMEHHM JJIEMEHTOB, YCIOBUM U (HaKTOpPOB, 3HAYMMBIX IS
MMOHUMAaHUS U pellieHus npoodeMbl odecniedeHus: 6ezonacHoctu [1J1H.

[Tpu co3maHuM cCUCTEMBI 3alUTHl JAOJKHBI YUMTHIBATHCS BCE cllabble M HauboJee
ysi3Bumbie Mecta UCII[IH, a Takke XapakTep, BOZMOXHbBIE 0OBEKThI U HAIIPABJICHUS aTaKk
Ha HEE CO CTOPOHBI HAPYILHUTEIEH.

Cucrema 3alIUThI JOJKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
MPOHUKHOBEHUS M HECAHKIMOHMPOBAHHOIO JOCTyna K HHGOpMAalUU, HO U C y4ETOM
BO3MO>KHOCTH TOSIBJIEHUS] HOBBIX ITyTEH pealin3aluu yrpo3 0e30MacHOCTH.

5.3. KoMILJIeKCHOCTDH

KomriekcHOe UCoJIb30BaHHE METOJI0B U CPEACTB 3alTUThl KOMIIBIOTEPHBIX CUCTEM
ImpeArnoiaraeT CoOrJIaCcOBaHHOE TMPUMEHEHHWE Pa3HOPOJHBIX CPEACTB IPU TOCTPOCHUU
I[EJIOCTHOM CHUCTEMBI 3alllUThI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAYMMBIC) KaHAJIbI
peanu3aluyd  yrpo3 W HE cojepikaiieid ciabblXx MeCT Ha CThIKaxX OTJIEJbHBIX €e



KOMIIOHEHTOB. 3aH_II/ITa HOJDKHA CTPOHUTBHCA SMICIIOHHUPOBAHO. Bremnss 3almuTa AO0JIZKHa
o0ecreUnBaThC (1)I/ISI/I‘ICCKI/IMI/I Cp€acTtBaMu, OpraHU3allMOHHBIMHA U IIPABOBBIMH MEPaMMU.

5.4.HenpepbIBHOCTb 3aIIUThI

Obecnieuenne Oe3omacHocty [1/[H - mpouecc, OCyLIECTBISIEMBbI PYKOBOJCTBOM
JlemapTtamMeHTa, OTBETCTBEHHBIMU 3a OpraHu3anuio oopabotrku IIJlH M coTpyaHUKaMu
BCEX YPOBHEW. DTO HE TOJBKO M HE CTOJBKO MpOUEAYypa WM IOJHUTHKA, KOTOpas
OCYILECTBIISIETCS B ONPENEIICHHBIA OTPE30K BPEMEHH WIJIM COBOKYITHOCTH CPEJICTB 3allUTHI,
CKOJIBKO MPOLECC, KOTOPBIA JOJHKEH IIOCTOSIHHO HUATH Ha BCEX YPOBHSX BHYTPH
JlemapraMeHTa M KaXIblii COTPYIHMK JOJDKEH INPUHHUMATh YYacTHE B 3TOM IPOLECCE.
JlesTensHOCTh MO 00ecredeHn0 MH(GOPMALMOHHONW 0€30MacHOCTH SIBISIETCS COCTaBHOM
YJacThIO MOBCEAHEBHON nesarenbHOcTH Jenmapramenta. M ee 3pPexkTHBHOCTD 3aBUCHUT OT
ydacTusi pykoBojcTBa JlemapramenTta B oOecriedeHHH MHQOPMAIMOHHOW Oe30MacHOCTH
[11H.

Kpome Toro, pusndyeckuM M TEXHUUYECKUM CPEACTBAM 3aIIUThI 175 3PPEKTUBHOTO
BBIIIOJTHEHUsI ~ CBOMX  (PyHKUMHA  HEoOXoJMMa  IOCTOSHHas  OpraHu3aludOHHAs
(amMUHUCTpaTUBHAsA) MOAJEPKKA (CBOEBpEMEHHasi CMEHa U 00ecleyeHHe MPaBUILHOTO
XpaHEHUsI M MPUMEHEHHUs] HMEH, IapoJied, IepeolpeiesieHue IOJHOMOYUN U T.IL.).
[lepepriBbl B paboTe CPEACTB 3aLIUTHl MOTYT OBITH HCIIOJIB30BAHBI 3JI0YMBIIIJICHHUKAMU
JUTSL aHaJIM3a MPUMEHSIEMBIX METOJOB U CPEJCTB 3alUTHI, JJI1 BHEAPEHUS CIIEHUATIbHBIX
IIPOTPAMMHBIX U aIlIAPATHBIX ''3aKJIAN0K" U IPYTUX CPEICTB MPEOAOJICHUS 3AIINTHI.

5.5.CBoeBpeMEeHHOCTH

[Ipennonaraer ynpexaaromuii xapakrep Mep obecrnedeHus: 6ezonacHoctu [1/1H, TO
€CTh MIOCTAHOBKY 3a/1au Mo KomruiekcHou 3ammre [1/[H u peanuzanuio mep oOecrieyeHus
6e3onacHoctu [1/IH Ha paHHUX cTagUsAX pa3pabOTKU MH(DOPMAITMOHHBIX CUCTEM B LIEIOM U
MX CHCTEM 3alIUTHhI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alllUThl JIOJDKHA BECTUCh MHapajulebHO € pa3paboTKoON u
pa3BUTHEM CaMMX 3alUIIAEMbIX HH(POPMAIMOHHBIX CHUCTEM. OTO TIO3BOJHUT Y4YeCTh
TpeOoBaHUsI 0€30MaCHOCTU TMPHU NMPOECKTUPOBAHUHM APXUTEKTYpPbl U, B KOHEYHOM CUETE,
co3nath Oosiee 3 PexTuBHBIE (KaK MO 3aTpaTaM PecypcoB, TaK U MO CTOMKOCTH) CUCTEMBI,
oOJajiarolue 10CTaTOYHbIM YPOBHEM 3aIIUIIEHHOCTH.

5.6.1IpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHME

IIpenmonaraeT NOCTOSIHHOE COBEPIIECHCTBOBAHUE MeEp U cpeAcTB 3amuThl [1/[H Ha
OCHOBE IIPEEMCTBEHHOCTH OPraHU3alMOHHBIX WU TEXHUYECKUX PELICHUH, KaIpOBOIO
coctaBa, aHanu3a ¢pyHkuronupoBanuss MCIIJIn JlenaptamMmeHTa M CUCTEMBI MX 3aIlUTHI C
Y4€TOM HM3MEHEHMH B METOJIaX U CpEeJICTBAX IepexBara MHPOpMalUHU, HOPMATHUBHBIX
TpeOOBaHUI MO 3alIMTe, JOCTUTHYTOTO OTEYECTBEHHOI'O U 3apyOeKHOIrO OIbITa B ATOU
oOracTu.

5.7.Pa3ymMHasi 10CTATOYHOCTH (AIKOHOMHUYECKAS 11eJIeCO00PA3ZHOCTD)

[Ipeamonaraer cOOTBETCTBUE YPOBHS 3aTpar Ha oOecriedyeHue OezomacHoctu [1/1x
[IEHHOCTH WH(GOPMAIIMOHHBIX PECYpCOB W BEIWYMHE BO3MOXXHOTO yIiepda oOT ux
pasryameHus, yTpaThl, YTEYKH, YHUUYTOXKEHHUS M UCKaxeHus. lMcronp3yembie mMepel u
cpenctBa obecrieyeHus: 0€30MacCHOCTH MH(POPMAIIMOHHBIX PECYPCOB HE JOHKHBI 3aMETHO
yXYAIIaTh 3PrOHOMUYECKUE Tokazarenu padoTel komrnoHeHToB UCIIIH [lenapramenTa.



Wznumraue Mepsl 6€30MacHOCTH, IIOMUMO YKOHOMHUYECKOW HEAIPPEKTUBHOCTH, TPUBOIST
K YTOMJICHHIO U Pa3IpaKECHHIO MePCOHAIA.

Co3nmath aOCONIOTHO  HEMPEOJOIMMYIO CHUCTEMY 3allUThl  MPUHIIUITHAIBHO
HeBo3MOXkHO. [loka ITJIH HaxoasTCs B oOpallleHUH, MPUHUMAEMbIE MEPhI MOTYT TOJBKO
CHHM3HTh BEPOSATHOCTh HETATHBHBIX BO3JICHCTBUI WK YIIIEPO OT HUX, HO HE UCKIFOYUTH UX
HOJHOCTBIO. [IpH TOCTATOYHOM KOJMYECTBE BPEMEHHU M CPEICTB BO3MOXKHO MPEOJIO0JICTh
ao0yro 3amuty. [lo3TOMy HMeeT CMBICI paccMaTphBaTh HEKOTOPBIH IPUEMIICMBIN
YpOBEHb oOOecIeueHUsT OC30MacHOCTH. BbICOKOA(p(eKTHBHAs CHCTEMa 3allluThl CTOUT
JOPOro, UCIOJNB3YeT MPH padOTe CYMIECTBEHHYIO YacTh PECYPCOB M MOXKET CO37aBaTh
OIIyTHMBIC JOMOJHHUTEIIBHBIC HEYJ00CTBA IOJIb30BaTeIsIM. BaXKHO MpaBUIBHO BHIOpPATH
TOT JOCTATOYHBIA YPOBEHb 3alTUTHI, IIPU KOTOPOM 3aTpaThl, pUCK U pa3Mep BO3MOKHOTO
ymiep6a ObLIH OBl TPHEMIICMBIMU.

5.8.1lepconasibHasi OTBETCTBEHHOCTh

[Ipeanonaraer Bo3jOXKeHUE OTBETCTBEHHOCTH 3a obecneuenue OezornacHoctu [1/1x
U CUCTEMBI UX O0pabOTKM Ha KaXKJIOTO COTPYJIHHKA B MpeJeNax ero mojHomouuid. B
COOTBETCTBUM C 3THM TMPUHIIMIIOM paclpeiesieHue MpaB U 00s3aHHOCTEH COTPYIHHKOB
CTPOUTCS TaKuM 00pa3oM, 4yTOOBI B cllydae JIIOOOTO HapyIIeHHS KPYyr BUHOBHUKOB OBLI
YETKO U3BECTEH WU CBEJICH K MUHUMYMY.

5.9.MunuMu3anus NOJTHOMOYMIA

O3HavaeT NPEAOCTABICHUE I0Jh30BATENISIM MHUHUMAIBHBIX TMpaB JOCTyNa B
COOTBETCTBUM CO  CHOykeOHOM HeoOxomumocThio. Jloctym k II[lH  gomkeH
MPEOCTABISATHCS TOJIBKO B TOM Cllydae U 00beMe, €Clid 3TO HEOOXOIUMO COTPYIHUKY st
BBITIOJIHEHHUS €T0 JIOJDKHOCTHBIX 005S3aHHOCTEIA.

5.10.UckaroueHue KOH(PIUKTA HHTEPecoB (pa3aesneHne PyHKIMIA)

OddextuBHas  cucrema  obecriedeHuss ~ UHPOPMAIMOHHOW  OE30MACHOCTH
MIPEANOJaraeT 4YeTkoe pa3zesieHre 00sI3aHHOCTEN COTPYAHUKOB U UCKIIIOUCHUE CUTYaIIHA,
Korja cdepa OTBETCTBEHHOCTH COTPYIHHMKOB JomyckaeT KOH(IUKT mHTepecoB. Cdeps
MOTEHITUATBHBIX KOH(IMKTOB JOHKHBI BBISBISTHCS, MUHUMHU3UPOBATHCS, U HAXOJUTCA
MOJI CTPOTUM HE3aBHCHMBIM KOHTpOJIEM. Peanu3aius n1aHHOTO MPUHIUIIA MPEANOaraer,
YTO HE OJUH COTPYAHHK HE JOJDKEH UMETh TIOJTHOMOYHNH, TTO3BOJISIONINX €My €THHOJIMIHO
OCYIICCTBJIATh  BBIMOJHCHUE KPUTHYHBIX  omepanuid. HajeneHne  COTpYIHHKOB
MMOJTHOMOYMSIMH, TIOPOXKJIAIOIMUMHA KOH(JIMKT WHTEPECOB, TaeT €My BO3MOXXHOCTH
MOITACOBBIBATh MH(OPMAITUIO B KOPBICTHBIX IEIAX WM C TEM, YTOOBI CKPBITH TIPOOIEMBI
WM TIOHECCHHBIC YOBITKM. [l CHWKeHus pucka MaHunyiupoBanus [IJlH m pucka
XUIICHHUS, TaKWe TIOJHOMOYHUS JODKHBI B MaKCHMaJbHO BO3MOXXHOW CTETICHH OBIThH
pa3zeieHbl MKy Pa3IMYHBIMU COTPYJIHHKAMH WM ToJpasieicHusMu JlermapraMeHTa.
HeoOxoaumo mpoBOAWTH TEPUOIUYECKHE TIPOBEPKH OOsS3aHHOCTEH, (QYHKIUHA U
JESTETPHOCTH COTPYIHUKOB, BBITTOTHSIONUX KITIOYEBbIE (YHKIIUU, C TEM, YTOOBI OHU HE
MMEIN BO3MOXXHOCTH CKPBIBATh COBEPLICHHE HEIMPABOMEPHBIX naeucTBui. Kpome Toro,
HEOOXOJMMO TPUHUMATH CIEIUATBHBIE MEPHl 10 HEIOMYIIEHUIO CTOBOpa MEXIY
COTPYTHHUKAMHU.



5.11. B3aumojeiicTBHE H COTPYAHUYECTBO

[Ipeanonaraer co3nanue OiaronpusTHOM atMocdephl B KOJUIeKTUBE JlenaprameHTa.
B Takoil 00CTaHOBKE COTPYAHHMKH JODKHBI OCO3HAHHO COOJIIONATH YCTaHOBJICHHbBIC
IpaBujia U OKa3bIBaTh COJCHCTBUE JIEATEILHOCTH OTBETCTBEHHOTO 3a 00paboTky I1/1H.

PykoBoacTBo [lemaprameHTa HeECET OTBETCTBEHHOCTh 3a CTPOTOE€ COOJIIOJCHUE
ATUYECKUX HOPM U CTAHJIAPTOB MPO(PECCUOHAIBHON NIEATEIbHOCTH, MOAYEPKUBAIOLIEH U
JEMOHCTPUPYIOIIEH  MEepCOHaly Ha  BCEX  YPOBHSAX  BaXKHOCTh  OOECIECUCHUS
uHpopManmoHHON Oe3omacHocTn Jlemapramenta. Bce corpynnuku JlemapramenTa
JIOJDKHBI TIOHMMATh CBOIO poOjib B Ipouecce obecredeHuss HHPOPMAIMOHHOM
0€30MacHOCTH U MPUHUMATh y4acTHE B 3TOM mporiecce. HecMoTps Ha TO, 4yTO BbICOKas
KylabTypa  oOecmeueHus  WHPOPMAIMOHHOW  OE30MACHOCTH  HE  TapaHTUPYET
aBTOMATUYECKOTO IOCTHIKEHUS IIEJIe, €€ OTCYTCTBUE CO3/AaeT OOJBIIE BO3MOXHOCTEH /st
HapyIIeHUs 0€30MaCHOCTH WM He OOHapyKeHus (JaKTOB ee HapyIICHUSI.

5.12. I'n0KocTh CHCTEMBI 3ALIUTHI

Cuctema obecneueHrss HHGOPMAIMOHHON 0€30MMacHOCTH JO0JKHA OBITh CIOCOOHA
pearupoBaTh Ha U3MEHEHHMS BHEIITHEH CpeJlbl U YCIOBUM OCyIeCTBICHU JlenmapTaMeHToM
CBOEH JIeATENIbHOCTH. B 4HMCI0 TaKuX N3MEHEHU BXOIST:

- W3MCHCHUS OPTaHM3allMOHHOM U IITaTHOM CTPYKTYpPHI JlemaprameHTa;

- W3MEHEHWE CYIECTBYIONIMX WM BHEAPCHHE TMPUHIUIINAAILHO  HOBBIX

MH()OPMAIIMOHHBIX CUCTEM;

- HOBBIC TEXHHUYECKHE CPEJICTBA.

CBOICTBO THMOKOCTHM CHUCTEMBI oOOecrieueHus WHOOPMAIMOHHOW 0e30MacHOCTH
n30aBIIIET B TaKUX CHUTYalUSIX OT HEOOXOJUMOCTH TPHHATHS KapAWHAIBHBIX MEpP I10
MOJIHOM 3aMEHE CpEJACTB W METOJOB 3allUThl Ha HOBBIC, YTO CHIDKACT €€ OOIIyro
CTOMMOCT.

5.13. OTKpBITOCTH AJITOPUTMOB H MEXaHU3MOB 3AIUTHI

CyTb PUHIUTIA OTKPHITOCTH AJITOPUTMOB W MEXAHW3MOB 3aIllIUTHI COCTOUT B TOM,
YTO 3all¥Ta HE JOJDKHA O0ECIeUYMBATHCS TOJBKO 3a CYET CEKPETHOCTH CTPYKTYPHOM
OpraHu3allid M aJrOpUTMOB (YHKIIMOHUPOBAHHUS €€ IOACHUCTEM. 3HAHWE aJTOPUTMOB
paboOThl CHUCTEMBI 3aIUTHl HE JIOJHDKHO JaBaTh BO3MOXHOCTH €€ MPEOAoJICHUS (JTaxke
aBTopam). JTO, OJHAKO, HE O3HA4YaeT, yTo MH(opMaIus 00 UCIOJIB3YEeMbIX CHCTEMaX U
MEXaHU3Max 3alllUThI I0JKHA OBITH OOIIETOCTYITHA.

5.14. TIpocToTa NpUMEHEHUS CPEeICTB 3alUThI

MexaHu3Mbl 1 METOABI 3alIUThl JOJKHBI ObITh MHTYUTUBHO MOHSTHBI U MPOCTHI B
UCIIOJIb30BaHUU. [IpMeHeHne cpeicTB U METOJIOB 3aIIUThI HE JTOJKHO OBITH CBSI3aHO CO
3HAHMEM CHEIUANbHBIX S3bIKOB MJIM C BBIIOJHEHHEM JIEUCTBHUM, TpeOYIOMMX
3HAYUTENbHBIX JOTIOJTHUTENbHBIX Tpyao3arpar npu OOBIYHOM pabote
3apEruCTPUPOBAHHBIX IOJIB30BATENEH, @ TaKKe HE JOJDKHO TpeOOBaTh OT MOJIB30BATENS
BBIMIOJIHEHHSI PYTUHHBIX MAJIOMOHSATHBIX MY OIEepalui.

5.15. O00CHOBAaHHOCTH M TEXHMYECKASl Peain3yeMoCTh

HNudpopmaninoHHbIe TEXHOJIOTHH, TEXHUYECKHE U IPOrpaMMHBIE CPECTBA, CPEACTBA
u Mepsbl 3amuThl [1/[H 10omKHBI OBITH peann30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKH M TEXHUKHU, OOOCHOBAHBI C TOYKM 3pPEHUS JOCTIKEHHS 3alaHHOTO YPOBHS



0e301macHOCTH I/IH(bOpMaHI/II/I A SKOHOMMYECKOM I_IGJIGCOO6p8,3HOCTI/I, a TaKXKC OOJIDKHBI
COOTBCTCTBOBAThb YCTAHOBJICHHBIM HOPMAaM U TpC6OBaHI/I$IM 110 0€30ITaCHOCTH HI[H

5.16. Cneunajau3anus v npodeccuoHaIn3M

[Tpenmnonaraer npuBieYeHHE K pa3padOTKE CPEICTB M Peau3allid MEp 3allUThI
[T/IH cnenuanu3upoOBaHHBIX OpPraHM3alMN, HauboJee MOArOTOBJIEHHBIX K KOHKPETHOMY
BUIY JCSATENbHOCTH MO OOecleyeHno Oe30MacHOCTH HH(POPMAIIMOHHBIX pPECYpPCOB,
MMEIOIIMX ONBIT MPAaKTUYECKOW pabOThl M TOCYJAPCTBEHHYIO JHIEH3UIO Ha IPaBo
OKa3aHUs yCIIyT B 3TOW obOnacTu. Peanuzanus aAMHUHUCTPATUBHBIX MEP M IKCIUTyaTaIlHsI
CPEICTB 3allUThl JOJKHA OCYIIECTBISATHCA NPOGECCHOHATBHO MOJATOTOBICHHBIMU
cnenuanuctamu JlemapramenTa (OTBETCTBEHHBIX 3a opraHu3aiuio oopadorku [11H).

5.17. O6s3aTe/ILHOCTH KOHTPOJIA

[Tpenmonaraer 00s3aTENIBHOCTh M CBOEBPEMEHHOCTH BBISBICHUS M IPECEUECHMS
NOMBITOK HAapyLIEHHWs] YCTaHOBJIEHHBIX NpaBuil, obecriedeHust Oe3omacHoctu II/[H, Ha
OCHOBE HCIIOJIB3YEMBIX CHUCTEM M CpeAcTB 3amuthl [IJ[H, mpu coBepHIEHCTBOBAaHUU
KPUTEPUEB U METOJOB OLEHKU 3(P(PEKTUBHOCTH 3TUX CUCTEM U CPEJCTB.

KoHTpounb 3a 1e4TeIbHOCThIO JIF000T0 MOIb30BaTENs, KaXKI0T0 CPEACTBA 3aLUTHI U
B OTHOLIEHHUH JIFOOOT0 00BEKTA 3alIUThI JOKEH OCYHIECTBIATHCS HA OCHOBE MPUMEHEHMUS
CPEICTB ONEPaTUBHOTO KOHTPOJS M PErUCTpAallMM M JOJDKEH OXBaThIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIMOHUPOBAHHBIE ACHCTBUS MOJIb30BATENCH.

Kpowme Toro, agdpektrBHas cucteMa odecrieueHus: UHHOPMAIIMOHHON 0€3011aCHOCTH
TpeOyeT Halnuuus aJeKBaTHOM M BCEOOBEMIIIONIECH MH(OpPMALMU O TEKYLIEM COCTOSHUU
MPOLIECCOB, CBSI3AHHBIX C JBUWKEHWEM HHPOpMalUA M CBEAEHUH O COONIOACHUU
YCTAaHOBJICHHBIX HOPMATHBHBIX TpPeOOBaHUM, a TAKXKE JTOMOJHUTEIbHOW HHGOpPMALINH,
MMEIOIIEH OTHOIICHHE K MPUHATUIO pemieHuid. MHpopManusa nomkHa ObITh HAJEKHOM,
CBOEBPEMEHHOM, IOCTYITHON U TIPABUIHLHO 0(OPMIICHHOM.

Henocrarku cuctemsl odecrieueHus: HHPOPMAITMOHHOM 0€30MaCHOCTH, BBISBICHHbBIE
coTpyiHMKaMu JlemaprameHTa JOJDKHBI HEMEMJIEHHO JIOBOAMTBHCSA JIO CBEICHUS
pykoBoauTens JlemapraMeHTa M ONEPATHBHO YCTPAHATHCS. BOIpockl, KOTOpbIE KaXyTCs
HE3HAYNUTEJIbHBIMHU, KOTJA OTIEIbHBIE MTPOLIECCHl PACCMATPUBAIOTCS W30JIUMPOBAHHO, MPHU
PAaCCMOTPEHHH MX Hapsay € JIPYTMMH acleKTaMH MOTYT YyKa3aTb Ha OTPULIATEIIbHBIC
TEHJEHUMHU, TPO3SIIUE MepepacTd B KPYIHbIE HEJOCTATKH, €CIM OHHM He OyayT
CBOEBPEMEHHO YCTPaHEHBHI.

6. Mepbl o0ecieuenusi UHGOPMALMOHHOM 0€30M1ACHOCTH

Bce mepsl obecnieuenust 6ezonacHoctu MUCIT/n JlemapTamenTa moapasaeisiroTcs Ha:

6.1. 3akoHonaTenbHbIE (IPABOBbIE) MEPbI 3AIIUTHI

K npaBoBbIM MepaMm 3alIUThl OTHOCSTCS JEHCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIE aKThl, periiaMeHTHpYIOoIIKe npaBuia obpamenus ¢ [1JIH, 3akperuisroniye
npaBa M OOS3aHHOCTM YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOIIEHMHA B IMpPOLECCe HX
0o0paOOTKM UM WCIIOJIb30BAHMSA, a TaKKe YCTaHABJIMBAIOIINE OTBETCTBEHHOCTh 3a
HapylleHus 3Tux npasuil. [IpaBoBeie MephI 3alIUTBI HOCAT B OCHOBHOM YINPEKIAIOIINM,
npoUIaKTUYECKUI XapakTep M TPeOyIOT MOCTOSHHOM pa3bsCHUTENBHOM paboThl C
MOJIb30BaTesIMU U 00cy>kuBaromuM nepconanom UCII/In JlenapramenTa.
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6.2. MopajbHO-3THYECKHE MePbI 3aAIIUThI

K MoOpambHO-3THYECKHMM MepaM OTHOCSTCS HOPMBI TOBEICHHS, KOTOpHIC
TPAIUIIMOHHO  CIOXKWJINCh WM  CKJIQABIBAIOTCA 1O  MeEpe  paclpOCTpaHEHUS
UH(OPMAIIMOHHBIX TEXHOJIOTHI B 00IIecTBE. DTH HOPMBI OOJIbIIEH YACThIO HE SBIISIOTCS
00s13aTeTbHBIMH, KaK 3aKOHOJIATEIPHO YTBEPXKJICHHBIC HOPMATHBHBIC aKThI, OJJHAKO, MX
HECOOJTIOICHNE MOJKET MPUBECTH K IMAJCHUIO0 aBTOPUTETA, MPECTHXKA YEIIOBEKA, TPYIIIHI
a1 wiy JlemmapramenTa B 1iesioM. MopaabHO-3THYECKHE HOPMBI OBIBAIOT KaK HEIMHCAHEBIE,
TaK W THCaHbIE, TO €CTh O(OpPMIICHHBIE B HEKOTOPHIH CBOA (YyCTaB) MpaBU WA
npeanucanuii. MopalbHO-ITHYECKUE MEPBI 3alUThI SBIAIOTCS MPO(UIAKTHUSCKUMHU H
TpeOyIOT TOCTOSHHOW paboThl MO CO3JAaHUI0 3J0POBOTO MOpPAIbHOTO KIMMaTa B
KOJJICKTHBE.

6.3. TexHoJIOTHYeCKHE MePbI 3AIUTHI

K nmanHOMY BUIY M€p 3aIlUThl OTHOCSITCS] Pa3HOTO POJia TEXHOJIOTUYECKUE PELICHUS
U TPUEMbI, OCHOBAHHBIE Ha WCIIOJIb30BAHUM HEKOTOPBIX BUAOB H30BITOYHOCTH
(cTtpykTypHOH, GYHKUHOHAIBHOW, WHMOOPMAIMOHHOW, BpPEeMEHHOM © T.OI.) H
HAIPaBJICHHbIE HAa YMEHBILIEHUE BO3MOXKHOCTU COBEPIIEHHUS COTPYAHUKAMHU OMIMOOK U
HAPYIICHUI B paMKaXx MPEJIOCTABICHHBIX UM TIPaB U TTOJTHOMOYHH.

6.4. Opranu3anuoHHble (A AMUHUCTPATHBHBIE) MePbI 3aIIIUTHI

OpraHu3arnuoHHple  (aAMUHUCTPATUBHBIC) MEPBI  3aIUTBl - OTO  MEpHI
OpPraHU3aIMOHHOTO XapaKTepa, pErJaMEHTUPYIOIUE TMpoIrecchl (YHKIIMOHUPOBAHUS
cuctembl 00paboTku [1/]H, ucToNIb30BaHKE €€ PECYPCOB, ACATEILHOCTh 0OCTYKUBAIOIIETO
nepcoHana, a TakkKe TMOPSAOK B3aMMOJCHCTBHUS TONH30BATENEH C CHUCTEMOW TaKuUM
oOpa3oM, 4TOOBI B HAWOOJBINEH CTEMEHW 3aTPYOHUTh WM HCKIIOYUTH BO3MOXKHOCTH
peanuzanuu yrpo3 0€30MacHOCTH WIIM CHU3UTH pa3Mep MOTEPh B ClIydae UX peasn3alliu.

6.5. @opmupoBaHue NOJUTHKH 0€30MACHOCTH

['maBHasgs uUenb aJIMUHUCTPATUBHBIX MEpP, MPEINPUHUMAEMBIX Ha BBICIIEM
VOPaBJICHUYECKOM YpOBHE - c(opMupoBaTh TOJUTUKY B 00JacTH oOecTeueHHUs
oczomacHoctn [IJIH (oTpaxkaromyro monxoasl k 3amure [IJIH) m oOecmeuuTs ee
BBITIOJIHEHHE, BBIJICIISISI HEOOXOIMMBIE PECYPChl U KOHTPOJIUPYS COCTOSTHUE JICII.

C npakTU4ecKOl TOYKHU 3pEHHs MOJUTHUKY B 0OnacTH obecreueHus 0e30MacHOCTU
[IIn B [emaprameHnte 1enecooOpa3Ho pa30uTh Ha JBa ypoBHSA. K BepxHEMy YpOBHIO
OTHOCSITCSL PEIICHUS PYKOBOJICTBA, 3aTparvBalrolllie AesTeIbHOCTh JlemapTameHTa B
nenoM. IlomuThka BepxHEro ypoBHS JOJKHA YETKO OYepPTUTh cdepy BIMSHUS U
OTpaHUYCHMS TIpU oOmpeaereHun 1ener Oe3zonacHoctu [IJIH, omnpenenuTs KaKUMU
pecypcamu (MaTepuaibHbIE, CTPYKTYpPHBIC, OpraHU3aIllMOHHbIE) OHU OYyAYT HOCTUTHYTHI, U
HaTH pa3yMHbIH KOMIIPOMUCC MEXKIYy TMPUEMIIEMBIM YPOBHEM O€30MaCHOCTH U
(GYHKIIMOHATIBHOCTHIO.

[TonuTuka HUXKHErO YpPOBHS, ONpENENseT MpOLEAYyphl, W MpaBuia JIOCTUKECHHS
nejel u pemeHus 3amad OezomacHoctd [I/lH w getanmusupyeTr (periaMeHTHPYET) JTH
MpaBuiIa:

- KaKOBBI POJIM U OOS3aHHOCTH JOJKHOCTHBIX JIUIl, OTBEUAIOIINE 33 MPOBEICHUE
noauTuKu 6e3onacuoctu I1/1H;,

- KTO uMeeT mnpasa goctyna K I[J[H, KTo 1 npu Kakux yCIOBHSX MOYKET YUTATh U
moauduimposats [1J[a u T.1.
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- IlonuTHKa HUKHETO YPOBHS TOJKHA!

- MpeAyCcMaTpuBaTh PErJIaMeHT WH()OPMAIMOHHBIX OTHOLIEHUH, HCKIIOYAIOUIUX
BO3MOKHOCTh MPOMU3BOJIBHBIX, MOHOIOJBHBIX WJIM HECAHKIMOHMPOBAHHBIX JEHCTBUN B
OTHOIIIEHUU UH(POPMAITMOHHBIX PECYPCOB;

- ONpPENEesATh KOATUIMOHHBIE U MEPAPXUUYECKAE TPHHIIUIBI U METObI PA3ACICHUS
CEKpPETOB M pa3rpaHuueHus gocrymna kK [1/1H;

- BBIOMpaTh MPOrpPaMMHO-TEXHUYECKHUE (ammapaTHbIe) CPeCTBA MPOTUBOICHCTBHUS
HCJl, ayrentuduxamum, aBTOpU3alLUU, WJISHTUUKALIMKA © APYTUX  3aIIUTHBIX
MEXaHU3MOB, OOECNEUYMBAIOIINX TapaHTHH peATM3alli 1paB U OTBETCTBEHHOCTHU
CyOBEKTOB MH(POPMAIIIOHHBIX OTHOIIIEHUH.

6.6. PersiameHTamusi 10CTyna B moMenieHust

Kommonentet UCIIJIH [emaprameHTa IOMKHBI pPa3sMElIaTbCid B IOMENICHUSX,
HaXOJAIIMXCSA TI0J OXPaHOM WM HAOJIOJCHHEM, HCKIIOYAIOIIUM BO3MOXKHOCTh
OCCKOHTPOJIBHOTO MPOHUKHOBEHHS B IMIOMEIICHUS MTOCTOPOHHUX JIUIl M 00ECIIeUNBAIOIIUM
(DU3UYECKYI0 COXPAaHHOCTh HAXOAIIMXCS B TIOMEIICHHWU 3alllUIaeMbIX PECypCcoB
(moxymentoB, APM u T.n.). YOopka Takux MNOMEHICHUN JODKHA NPOU3BOJIUTHCS B
NPUCYTCTBUM  OTBETCTBEHHOIO COTPY/HMKA, 3a KOTOPBIM 3aKPEIUICHbI JIaHHBIC
KOMIIOHEHTBI, C COOJIIOJIGHUEM MEp, HCKIIOYAIIIMX JOCTYN TMOCTOPOHHUX JIMI[ K
3alMIaeMbIM HH()OPMALIMOHHBIM PeCypcam.

Bce mnocTtopoHHMe JMma JOMYyCKalOTCA B MNOMEMICHUS C KOMIIOHEHTaMU
MH(POPMAITMOHHOM CUCTEMBI TOJIBKO B MIPUCYTCTBUM COTPYAHUKOB JlemapTameHTa.

[To okoHUYaHUM paboyvero JiHs, MOMEIICHUSI, B KOTOPBIX pa3MEIalOTCs KOMIIOHEHTHI
NCIIn enapramenTa, TOMKHBI 3aIIAPATHCSA HA KIIFOY, IO BO3MOKHOCTH OINEYAThIBATHCS.

B cnydae ocHaieHus MOMEIICHUN CPEACTBAMU OXPAHHOW CUTHAJM3ALMM, 4 TAKKE
ABTOMATU3UPOBAHHOM CHUCTEMOW MpPUEMa M PETUCTPAIMH CUTHAJIOB OT 3TUX CPEICTB,
MpUEM-Caya TaKuX IMMOMEIICHUN O] OXPaHy OCYIIECTBIISIETCS HA OCHOBAaHUM CIIEIUAITBHO
pa3zpabaThiBaEMOW MHCTPYKIIUU.

6.7. PernameHTanus JAOIyCKAa COTPYAHMKOB K HCII0JIb30BAHMIO
UH(}OPMALMOHHBIX PECypPCcoOB

B pamkax pazpemurenbHON cUCTeMbl (MAaTpPHUIIbI) JOCTYIA YCTAHABIMBACTCS: KTO,
KOMY, Kakyr MHGOPMAIMIO U IS KaKOTO BUJA JIOCTyNa MOXET MPEJAOCTaBUTh U TPU
KaKuX YCIIOBUSX.

Honyck mosb3oBareneir k padore ¢ HCII[n JlemaprameHnta W IOCTyn K HX
pecypcaM JOJDKEH OBIThb CTPOro perjameHTHpoBaH. JloOble H3MEHeHHsI cocTaBa U
MOJTHOMOYHMM TOJIb30BATEIEH TMOJACUCTEM JOJDKHBI MPOU3BOJAUTHCS YCTAaHOBJICHHBIM
MOPSAIKOM.

YPpOBEHb MOJHOMOYHM KaKJIOrO0 TOJIb30BATENs OIPEACIAETCS HWHAUBUIYAIBHO,
co0uoast ciaeayronie TpeboBaHus:

- KQXKIbIM COTPYAHUK TMOJIB3YETCS TOJIBKO NPEANHUCAHHBIMU €My IMpPaBaMH I10
otHomenuto k IIJIH, ¢ KoTOppIMM emMy HeoOXoauma paboTa B COOTBETCTBUHM C
JIOJDKHOCTHBIMU 00sI3aHHOCTSIMU. Paciivpenue mpaB JOCTYIAa U MPEJIOCTaBICHUE T0CTyIa
K JIOTIOJHUTEIBHBIM HH(POPMALMOHHBIX pecypcaM, B 0053aT€bHOM MOPSJIKE, JTOJKHO
COTJIaCOBBIBATHCS C OTBETCTBEHHBIM 3a opraHu3anuio oopadotku I1/1H;
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- pykoBoautenb [lemapramMeHTa MMeeT IpaBa Ha IPOCMOTP HMH(OPMALMU CBOUX
[NOJYMHEHHBIX TOJBKO B YCTAHOBJICHHBIX Ipelenax B COOTBETCTBUH CO CBOUMH
JOJKHOCTHBIMU OOSI3aHHOCTSIMH.

Bce cotpynnuku [lemapramMeHTa M OOCITYXMBAIOIIUA TEPCOHAN, JTOJKHBI HECTH
MEPCOHANBHYIO OTBETCTBEHHOCTh 3a HAPYIIECHUS YCTAHOBJICHHOTO MOpsSAKa 00pabOTKH
[1/15, npaBWI XpaHEHHUsI, UCIIOIb30BAHUS U MEPENAUN HAXOAUIUXCS B UX PACHIOPSIKEHUN
3aIMIIAEMBIX PECYpPCOB cucTeMbl. Kaxaplil COTpyIHUK (IIpU MpUeMe Ha padoTy) TOJKEH
MOJMUCHIBAaTh 00A3aTELCTBO O COOJIOJEHUM W OTBETCTBEHHOCTH 32 HApYIICHUE
YCTaHOBJICHHBIX TpeboBaHuit o coxpanenuto [1J{n Jlemapramenra.

Oo6padoTtka [1/In B komnonentax MCII/Ix JlenaprameHnTa 101KHA MPOU3BOIUTHCS B
COOTBETCTBHUHM C YTBEPKICHHBIMU TEXHOJOTHYECKUMU HHCTPYKLUSAMH.

6.8. PeriaMeHTaumMsi  mpoueccoB  OOCIY:KMBAaHHUSI W OCYLIECTBJICHMA
MOAU(DHUKANMH ANMNAPATHBIX U POrPAMMHBIX PeCypcoB

B nenax noanepxkaHus pexuma HHOOPMALMOHHOW O€30MacHOCTH ammapaTHO-
nporpaMMHasi KOH(Urypauuss aBTOMaTU3UPOBAHHBIX pabO4YMX MECT COTPYAHHUKOB
JlemaptamMeHTa, ¢ KOTOPBIX BO3MOKEH JOCTYI K pecypcaM HMH(GOPMAIMOHHONW CUCTEMBI,
JOJKHA  COOTBETCTBOBATH  KPYIy  BO3JIOKEHHBIX HA  JAaHHBIX  IOJb30BaTesieh
(YHKIMOHATBHBIX 00s13aHHOCTEM.

B koMmoHeHTax HHPOPMAMOHHOW CUCTEMBI U Ha pabOYMX MECTax MOJIb30BaTeNeH
JOJIKHBI YCTAHABIMBATHCS M HCTIOJIb30BATHCS JINLIEH3UOHHBIE TPOTPAaMMHBIE CPEZCTBA.

6.9. ObecnieyeHHe W KOHTPOJIb (PU3UYECKOH IeJOCTHOCTH (HEM3MEHHOCTH
KOH(Urypamnumn) annapaTHbIX pecypcoB

O6opynoBanue WHDOPMAIMOHHBIX CHUCTEM, HCIOJIB3YEeMOE HJisi JOCTyna W
xpanenust [1/IH, Kk KoTOpoMy HOCTynm OOCTY>KHMBAIOIIEro TMepcoHajga B TIpolecce
AKCIUTyaTalli He TpeOyeTcs, Mocie HalaJ0YHbIX, PEMOHTHBIX U UHBIX pa0OT, CBI3aHHBIX
C JOCTYIIOM K €r0 KOMIOHEHTaM JIOJ>KHO 3aKPbIBAThCSI.

6.10. IToxGop U MOATOTOBKA MEPCOHAJA, 00yUeHHE MOJIb30BaTe el

[Tonb3oBatenu UCIT/In JlemapramenTa, a Takxke pyKOBOJIAIIMN U OOCTY>KHUBAIOIIHIA
MEPCOHANT JIOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM ITOJIHOMOYMM, a TakKke
OpPraHU3alMOHHO-PACHIOPSIANTEIBHOM, HOPMATUBHOM, TEXHUYECKON M IKCIUTyaTallHOHHOMN
JOKYMEHTAIMeH, omnpenenstome TpeboBanus u mnopsaok obpabotku I[IJlH B
enapramenre.

Obecnieuenne Oe3zonacHocTd IIJIH BO3MOXHO TONBKO IIOC/IE€ BBIPAOOTKH Yy
MOJI30BATENICH OMpENeICHHOM KyJbTYphl pPaOOThI, T.€. HOPM, O0OS3aTE€IbHBIX IS
WCIIOJTHEHHSI BCEMH, KTO paboTaeT ¢ MHpOpManuoOHHBIMHU pecypcamu Jlemapramenta. K
TaKUM HOpPMaM MOYXHO OTHECTH 3ampeiieHre JIFOObIX YMBIIIJICHHBIX WA HEYMBITUICHHBIX
JACHCTBUI, KOTOpbIE HapylalOT HOpMaibHylo pabory kommoHeHTOB WCII[IH
JlenmapTaMeHTa, BbI3bIBAIOT JOMOJHUTENIbHBIE 3aTPAThl PECYPCOB, HAPYIIAIOT LIEIOCTHOCTh
XpaHuMo © oOpabaTeiBaeMoil WHGOPMAIMK, HAPYIIAIOT HWHTEPECHl 3aKOHHBIX
MOJIb30BATENEH, BIIaJIEIbIEB NI COOCTBEHHUKOB.

Bce mnonwzoBatenu WCIIJIn JlemapramMeHTa JOJDKHBI OBITh O3HAKOMJIEHBI C
OpraHU3alMOHHO - PACHOPSAIUTEIBHBIMU JOKYMEHTAMHU MO 00ECIedYeHn0 0e30MacHOCTU
[I/In /lemaprameHTa, B 4YacTH, MX KacarolIEWCs, AOJDKHbI 3HaTh U HEYKOCHUTEIBHO
BBINIOJIHATh MHCTPYKUUU U 3HATh 0OIIME O00S3aHHOCTU MO OOECreyeHUI0 0e30MacCHOCTH
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IIIn. JloBenmenwe TpeOOBaHUN YKa3aHHBIX JOKYMEHTOB [0 JIMIl, JOMYIICHHBIX K
00paboTke 3amnuiiaeMbix [1/1H, JOIKHO OCYIIECTBISTHCS MO POCIIHCH.

6.11. OTBeTCTBEHHOCTh, 32  HApYUIeHUs  YCTAHOBJEHHOI0  MOPSAKA
M0JIb30BaHMA pecypcaMu HHGPOPMAUOHHOM CHUCTEMbI

Mepa OTBETCTBEHHOCTH MepcOoHana 3a JACHCTBHUSA, COBEPIICHHbIE B HApYIICHHE
YCTaHOBJICHHBIX MpaBuil o0ecnieueHus 6ezonacHoi padoTsl ¢ [1/]H, omkHaA onpeaensTbes
HAHECCHHBIM yIepOOM, HATUYMEM 3JI0TO YMBICHIA U APYTUMHU (PaKTOpamu Mo yCMOTPEHUIO
pyKoBojCTBa JlenapraMeHTa.

Jlisa peanu3anuy MPUHIMIA TEPCOHATBFHOM OTBETCTBEHHOCTH IOJB30BaTENeH 3a
CBOM JICHCTBUS HEOOXOAUMBI:

- WHIWBHAyaNbHAs WACHTU(HUKAINS TIOJb30BATeICl W WHUIIMAPOBAHHBIX HMH
IpOLIECCOB, T.€. yCTaHOBIIeHHWE 3a HUMU uaeHTH(uKaTtopa (login, Username), Ha 06aze
KOTOpOTro OYJET OCYIIECTBIISATHCS pa3rpaHUUEHUE JOCTYNA B COOTBETCTBUU C MIPUHLIUIIOM
000CHOBAaHHOCTH JIOCTYTIA;

- MpOBEpKa MOJJIMHHOCTH MOJb30BaTeel (ayTeHTu(UKaIus) Ha OCHOBE MapoJIeH;

- peakius Ha TONBITKM HECAaHKIMOHHUPOBAHHOTO JOCTyNa (CUTHAJIM3AINS,
OJIOKMpPOBKA U T.1I.).

6.12. CpencrBa o6ecnieuenusi 6ezonacHoctu I1/{n
Jlnst obecrieuenust nHGOpMaAIMOHHOM Oe30macHOCTH JlermapTaMeHTa UCIONIb3YOTCS
CJICIYIOIIUE CPEICTBA 3aIUTHI:

Duzuueckue cpedcmsea 3auumul

dusnyeckne Mephl 3alUThl  OCHOBaHBI HA TMPUMEHEHWH pPAa3HOTO poja
MEXaHUYICCKUX, DJICKTPOHHBIX MJTU AJICKTPOHHO-MEXaHUIECKUX YCTPOMCTB U COOPYKCHHH,
CHEIMaIbHO MPETHA3HAYEHHBIX IS CO3AaHUsA (M3MYECKUX MPEMATCTBHI Ha BO3MOYKHBIX
MyTSX TPOHUKHOBEHHWS W JIOCTYNa TOTEHIHUAIBHBIX HAPYIIUTENICH K KOMIIOHEHTaM
cucteMbl ® 3amumaeMbiM [IJ[H, a TakXke TEXHUYECKHX CpPEJICTB BH3yaJIbHOTO
HaOIIOCHUS, CBSI3H U OXPAHHON CUTHAIM3AIIHH.

st oGecnieuenust pusmdeckoit 6e3onacHoctu komnonentoB VCII/In Heobxomanmo
OCYIIECTBJISATh DSl OPraHU3AIMOHHBIX M TEXHUYECKUX MEPOMPHUSITHH, BKIIOYAIOIIHX:
MPOBEPKY 000pYI0BaHUs, IpeAHa3HAYECHHOTO 1Jisi 00padoTku [1/1H, Ha:

- HaJM4He CTeIHaIbHO BHEIPEHHBIX 3aKJIA/IHBIX YCTPOUCTB;

- BBEACHUC JOIOJHHUTEIBHBIX OrPAaHWYCHUHW 110 JOCTYNy B IIOMECIICHHMS,
npeaHa3HaYeHHbIC sl XpaHeHus: u oopabotku [1]1H;

- oOopynoBaHue cucTeM UWH(MOpPMATHU3AIMKA YCTPOWCTBAMH 3alllUTHI OT COOEB
AJIEKTPOINUTAHUS U TIOMEX B JIMHUSX CBS3U.

Texnuueckue cpedcmea 3aujunivl

Texnuueckue (anmmapaTHO-IPOTPaMMHBIE)  MEpbl  3alllUThl  OCHOBAaHbl  Ha
WCIIOJIb30BAaHUU DPA3JIUYHBIX D3JEKTPOHHBIX YCTPOMCTB M CHELHAIBbHBIX MPOrPaMM H
BBITIOJIHSIFOUIMX (CaMOCTOSITENIbBHO WM B KOMIUIEKCE C APYTMMHU CpeacTBamMu) (yHKLIHUU
3alUTHI (MACHTUPUKALNIO U ayTeHTU(PUKALUIO TI0JIb30BaTeliel, pa3rpaHiueHue JOCTyIa
K pecypcam, perucTpainuio coobITuii, Kpunrorpadhuyeckoe 3akpbiTue HHGOPMAIK U T.11.).
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C yueToM Bcex TpeOoBaHMII M NMPHUHLUUIOB oOecriedeHus: OesomacHoctu [1/[H Mo
BCEM HANpaBJICHUSAM 3allUThl B COCTaB CHUCTEMbI 3aLUTHI JOJKHBI OBITH BKIIFOUEHBI
CIICYIOIINE CPECTBA:

- CpelCcTBa pa3rpaHUuEHUs JOCTYTa K JaHHBIM;

- CpeICTBA PETHCTPAIMU JIOCTYNAa K KOMIIOHEHTaM HH()OPMAIIMOHHOW CHUCTEMBI U
KOHTPOJIS 32 HCITOJIb30BaHHEM UH(POPMAIINY;

- Cpe/ICTBa pearupoOBaHMs Ha HAPYILEHUS pekrMa HH(POPMAIIMOHHOM O€30IacHOCTH.

Ha TexHuueckue cpelcTBa 3alIUTHl BO3JIAraeTcsl PelIeHHE CIEAYIOIIMX OCHOBHBIX
3ajau:

- uaeHTU(UKAUS ¥ ayTeHTU(UKAIUS TOJIh30BATEICH IMPH IMOMOIIM WMEH WU
CHeHabHBIX anmnapaTHbix cpeacTB (Advantor, Touch Memory, Smart Card u T.11.);

- perjaMeHTalus W YIpPaBICHHE JOCTYIIOM IIOJb30BaTeied B IOMEIICHHS, K
(U3NYECKUM U JIOTHYECKUM yCTPOHCTBAM;

- 3amuUTa OT MPOHUKHOBEHHS KOMITBIOTEPHBIX BHPYCOB M Pa3pyLIUTEIHHOTO
BO3/ICHCTBUS BPEJOHOCHBIX TIPOTPaMM;

- perucTpanus BceX JCUCTBUI MOJB30BATENs B 3alIUIICHHOM XYpHAJe, HATUYNE
HECKOJIbKUX YPOBHEW PErucTpalnu;

- 3amuUTa JAaHHBIX CHCTEMBbl 3alluThl Ha (aijloBOoM cepBepe OT JOCTyIa
MOJIb30BaTENe, B YbM JOJDKHOCTHBIE OOS3aHHOCTH HE BXOAUT paboTa ¢ MH(OpMALUH,
HaXOIIICHCS HA HEM.

Cpedcmesa udenmuukayuu u aymenmu@durayuy noiv3osamenell

B umensx mnpenorBpamenuss pabotel ¢ pecypcamu  MWCII[n Jlemapramenta
MOCTOPOHHUX JIMI[ HEOOXOJUMO OO€CIEeUYUTh BO3MOXKHOCTH PACIO3HABAHUSI KaXOTO
JIeTaJlbHOTO TOJIb30BaTeNsl (WM TPYIN Mojb3oBaTenei). [ns uaeHTUUKanuu MoryT
MIPUMEHSTHCA PA3JIMYHOTO POJIa YCTPOMCTBA: MArHUTHBIE KAPTOUKH, KIIKOYH, KIIFOYEBBIE
BCTaBKH, JUCKETHI U T.II.

Aytentudukarusi (MOATBEPKICHUE TMOMJIMHHOCTH) TOJIb30BaTEIEH TaKXKE MOMKET
OCYILIECTBIISITHCA:

- MyTeM TPOBEPKHM HaJIWYMs Yy TIOJb30BATENeH KaKUX-THOO CIelNUaIbHbIX
YCTPOMCTB (MarHUTHBIX KapTOUEK, KIFOUEH, KITIOUEBBIX BCTABOK U T.1.);

- TyTeM MPOBEPKU 3HAHUSI UMU TIAPOJICH;

- TyTeM MPOBEPKHU YHUKAIHHBIX (PU3NUECKUX XAPAKTEPUCTHUK U MAPAMETPOB CAMUX
MOJIH30BATENICH MPU TOMOIIU CHEITUATBHBIX OMOMETPUYECKUX YCTPOMCTB.

Cpedcmea paszepanuverus 0ocmyna

30HBI OTBETCTBEHHOCTH M 3aJa4¥l KOHKPETHBIX TEXHHYECKUX CPEICTB 3allUTHI
YCTaHABJIMBAIOTCS UCXOJ M3 MX BO3MOXKHOCTEH W IKCIUTyaTaIlMOHHBIX XapaKTCPUCTHK,
OMKMCAHHBIX B JOKYMEHTAIMH HA JJAHHBIC CPEJICTBA.

TexHHYeCcKue CpecTBa pa3rpaHUYCHUS JOCTYIA JOJDKHBI 10 BO3MOXHOCTH OBITh
COCTaBHOM YaCThIO €IMHOM CUCTEMbI KOHTPOJISA IOCTYIA:

- Ha KOHTPOJIHPYEMYIO TEPPUTOPHUIO;

- B OTJEJIbHBIC TOMEIIECHUS;

- K KOMIOHEeHTaM HHGOPMaIMOHHON cpenbl JlemaprameHTa U 3JIeMEHTaM CUCTEMBI
samuthl [1J1H (Pusudeckuii noctym);

- K uHQOPMAIMOHHBIM pecypcam (JIOKyMEHTaM, HOCUTENsIM HWH(POPMAIINH,
daitnam, HabOpaMm JaHHBIX, apXUBaM, CIIPaBKaM H T.11.);
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- K aKTHBHBIM pecypcam (MIPUKIIAIHBIM IpOrpaMMamM, 3a/iadyaM U T.11.);
- K ONEepPAlMOHHON CUCTEME, CUCTEMHBIM MPOTrpaMMaM U MporpaMmam 3ailuThl.

Cpedcmea obecneuenus u KOHMPOAs YeA0CHHOCHU

CpeactBa oOecrieuyeHuss LETOCTHOCTH BKIKOYAOT B CBOM COCTaB CpeACTBa
PE3EpBHOTO  KONMHUPOBAHMSA, MPOrpaMMbl  AHTUBUPYCHOM  3aIWUTBI,  IIPOTrPaMMBbI
BOCCTAHOBJIEHHS LIEJIOCTHOCTH ONEPAIL[MOHHOM cpesibl U 0a3 JaHHBIX.

CpenctBa  KOHTpOJSL — LEJIOCTHOCTH  MH(OPMALMOHHBIX  PECYPCOB  CHUCTEM
peIHa3HAYeHbl ISl CBOEBPEMEHHOTO OOHAPYKEHUS MOAM(PHUKAIUU WM HCKAKECHMS
pecypcoB cuctembl. OHM TO3BOJIAIOT OOECHEUYUTh MPABWIBHOCTh (DPYHKIIMOHUPOBAHUS
CUCTEMBI 3alIUTHI U LIEJIOCTHOCTh XPAHUMOM 1 00padaTbiBaeMoil HH(pOpMALIHH.

KoHTponb 1enocTHocTd MHPOpPMAMK U CPECTB 3aLUTHI, C LENbI0 00eCIIeUeHUs
HEU3MEHHOCTU MH(OPMALIMOHHON CPe/Ibl, ONPEAENIIeMOI NPeayCMOTPEHHON TEXHOJIOTHUEH
00pabOTKM, W 3alMThl OT HECAaHKUMOHUPOBaHHOW Mmonudukauuu I[I/IH nomxen
o0ecnieunBaThCs:

- CpeACTBaMHU pa3rpaHUuYEHUs JOCTyna (B TOMELIEHUs, K JTOKyMEHTaM, K
HOCUTEJISIM UHPOPMAIINH, K CEPBEPAM, JJOTMUECKUM YCTPOMCTBAM U T.I1.);

- CpeICTBaMU JJIEKTPOHHOM NOAIUCH;

- CpelCTBaMHU MOJICYETa KOHTPOJIBHBIX CYMM (AJI1 MCIOJIb3YEMOr0 MPOTrpaMMHOIO
obecrieueHus).

Cpeacrsa onepaTuBHOT0 KOHTPOJIA M PerucTpPaluy coObITHII 0€30aCHOCTH

CpencrtBa OOBEKTHMBHOIO KOHTPOJS JOJDKHBI oOOecreynBaTh OOHApyXKeHHE W
pEruCTpaIrio Bcex coObITHH (neicTBUi mosib3oBaTeneid, monsiTok HCJ u T.11.), KoTOphIe
MOTYT TOBJIEYb 3a COOOI HapylieHue Oe30MacCHOCTH M NPUBECTH K BO3HMKHOBEHMIO
KPU3UCHBIX CUTyallui. AHamu3 COOpaHHOW CpeACTBaMHU pErucTpanud HHGOPMAIUH
MO3BOJISIET BBISIBUTDH (DAKTHI COBEPIIICHUS HAPYIIIEHUH, UX XapaKTep, MOJCKa3aTh METO]I €ro
paccienoBaHusl U CHOCOOBI TIOMCKA HApYIIMTENS W HCHpaBiieHus cutyaruu. Cpencrsa
KOHTPOJISI U PETUCTPALIMH JOJIKHBI PEI0CTABIISTH BO3MOKHOCTH:

- BEJICHUS U aHAJIN3a KYPHAJIOB PETUCTPALMK COOBITUI 0€30MacHOCTHU (CUCTEMHBIX
KYpHaJIOB);

- TOJly4eHHsI TBEPAOM KomuM (Me€YaTH) JKypHaJIa pErucTpaudd COOBITHI
0e30I1acHOCTH;

- YNOpSAIOYEHHUs >KYpPHAJOB, a TaK)K€ YCTAHOBJICHUSI OTPaHUYEHUN HA CPOK HX
XpaHEeHUS;

- OIEpPaTUBHOIO OMOBEUIEHUSI OTBETCTBEHHOr0 3a opraHu3anuio oopadotku I1J{xH o
HapyIICHUSX.

[Ipu peructparmuu coObITHH 0E30MACHOCTH B JKypHAJIEC JIOJDKHA (PUKCHPOBATHCS
cienyromas nHdopmarus:

- J1aTa ¥ BpeMs COOBITHS;

- uaeHTuduUKaTop cyOBbeKTa, OCYIIECTBRISIONIETO PETUCTPUPYEMOE JIEHCTBHUE;

- JIeiicTBUE (THUII JOCTyMa).

6.13. KoHTpoJb 3(peKTHBHOCTH CUCTEMBbI 3AIIUTHI

Konrpons  s¢ddextuBnoctn  3ammrer  IIJIlH  ocymecTBusercss ¢ LEIbIO
CBOGBPEMEHHOTO  BBISIBIEHUS W mpeaoTBpamieHuss yreuku [[JlH 3a  cuer
HECaHKLIMOHUPOBAHHOTO JIOCTYIA, & TAKXKE MPEIYNPEKACHUST BOZMOKHBIX CIHEIMAIbHBIX
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BO3JICUCTBUI, HAINpPABICHHbIX Ha yHu4TOXKeHue II/IH, paspylieHue cCcpencTs
uHpopmaTuzauud. KoOHTponb MOXKET MPOBOJUTHCS MPUBICKAEMBIMU JUJIi 3TOM LIEJU
OpraHU3alUsIMHU, UMEIOIINMU JULEH3UIO HA 3TOT BUJI IEATEIIBHOCTH.

Onenka s¢dexTuBHOCTH Mep 3amuthl [IJIlH mpoBoAWTCS C HCMONIB30BaHUEM
TEXHUYECKUX U TMPOrPAMMHBIX CPEACTB KOHTPOJS Ha NPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBaHUSM.



